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SOX Illustrated 

Bill Douglas, Principal Advisor 
Cost Advisors, Inc. 

About Cost Advisors and the SOX Illustrated book: 
In 1999, Bill Douglas formed Cost Advisors in March 1999 to assist companies with financial-

projects. Cost Advisors originally helped companies grow their bottom-line by showing them how to 
run more efficiently. Since inception, Cost Advisors consultants have successfully completed over 
three dozen projects of various types. 

With the passage of the Sarbanes-Oxley Act, Cost Advisors clients asked for help with their 
Sarbanes-Oxley compliance projects. Since April 2003, Cost Advisors has been performing 
Sarbanes-Oxley work exclusively, including work for some of the most prominent companies in the 
Greater-Portland area. Cost Advisors, Inc. has also developed a free software application called 
SarbOxPro

®
, to assist companies with their Sarbanes-Oxley projects. The software can be 

downloaded at http://www.sarboxpro.com, and Cost Advisors has consulted with SarbOxPro 
customers nationwide.  

Bill Douglas started Cost Advisors, Inc. with a broad background in financial consulting. Bill is a 
Certified Public Accountant (CPA) in Oregon and Pennsylvania, with practice privileges in 
Washington and California as well. He is also a Certified Internal Auditor (CIA) and a Certified 
Fraud Examiner (CFE). In addition to his background in accounting and auditing, Bill also brings a 
wide knowledge of IT systems to Cost Advisors, Inc. He is a Microsoft Great Plains Certified 
Installation Specialist, Certified Accounting Applications Specialist, and Partner. Bill's combined 
management experience in accounting, IT systems, sales, and marketing underlie the material in 
presented here. 

This book came about because, aside from winning the lottery, there is no way to avoid 
Sarbanes-Oxley. While unavoidable, Sarbanes-Oxley is simple to understand. Cost Advisors, Inc. 
has a good conception of what works and what does not work because the company has been 
exclusively doing Sarbanes-Oxley work since the passing of the Act. 
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How to Use This Book 
Before getting started, the reader should note some important keys to using this book. The red 

star (see the image above) indicates a ñbest practice.ò The graphics that include a best practice will 
have this star on them. Best Practices are important because they save time and money in the 
Sarbanes-Oxley process. 

This book relies on real-life case studies that have been adapted from Cost Advisors, Inc.'s 
vast SOX experience. The book follows various case studies through the Sarbanes-Oxley process, 
from planning to documentation, testing, and testing exceptions. 

Because the Sarbanes-Oxley compliance process involves many different members of the 
project team, and participants both inside and outside the public company under review, this book 
will use the word ñauditorò to refer to the individual conducting the audit. The auditor may in some 
cases be an employee of the company, and an external consultant in others. As they come up in 
the text, the book will note the specific functions for which the Sarbanes-Oxley Act requires the 
services of an external auditor. 

Additionally, this book will use the abstract pronoun ñheò to indicate a generic auditor. This in 
no way implies a corresponding gender for the auditor, but rather reflects prevailing grammatical 
standards. The key to effective Sarbanes-Oxley compliance is selecting a highly qualified project 
team. Whether team members are consultants or employees, their credentials and experience 
should override gender. 
 
 

The Cost Advisors, Inc. Commitment 
 
Cost Advisors, Inc. is committed to helping companies and consultants comply with Sarbanes-

Oxley. Toward that goal, this book includes a 100% collective effort. Upon finishing this manual, the 
reader will know how to run a Sarbanes-Oxley project and have a little fun along the way. It only 
takes a bit of the reader's participation in the materials. 

 
The goal of the book is to help readers save time in their SOX compliance efforts by planning, 

organizing and executing their SOX compliance in the most efficient way possible. Doing SOX 
properly can prevent companies from larger problems, such as misstatements and restatements, 
and even in preventing fraud. Companies can also get reliance from their external auditor and 
reduce their external audit fees. 
 

 
 
 
 

Best Practices 



________________________________________________________ 
Introduction 

v 

Overview of the Book 

Chapter one starts by reviewing the origins of the Sarbanes-Oxley Act (also called SOX for 
short) and the context of its passage through Congress. Next, the chapter explores the important 
Sarbanes-Oxley rules defined by the Securities & Exchange Commission (SEC), the Committee of 
Sponsoring Organizations of the Treadway Commission (COSO), and the Public Company Auditing 
Oversight Board (PCAOB). This review outlines each governing body and its role within SOX. 
Chapter one concludes by explaining deficiencies, which the Sarbanes-Oxley Act was designed to 
minimize as a means of restoring investor confidence. 

Having reviewed the rules established by the SEC, COSO and PCAOB for Sarbanes-Oxley 
projects in chapter one, chapter two focuses on Scope, Schedule, and Resources. In short, the 
reader will learn how to determine the elements to include in a Sarbanes-Oxley project. Project 
planning is an essential first step to successful completion of an audit. 

Chapter three examines risk analysis and controls. Part one of chapter three examines in 
greater depth the best techniques for analyzing risks and controls within business processes. The 
chapter begins with a detailed look at entity-level controls. This is followed by a description of how 
to develop flowcharts of business processes. Then the chapter will look at a case study and build a 
sample flowchart. 

Part two of chapter three will focus on risk and control matrices and assertions. Starting from 
assertions, the reader will learn the method for developing a risk and control matrix as a means of 
accurately identifying all the relevant risks and appropriate controls. Next, part two will examine the 
importance of company level controls in relation to the risk and control matrix. Then this section will 
explore techniques for identifying the best controls. Finally, the chapter will conclude by developing 
a risk and control matrix for the ongoing case study of the expenditures cycle. 

Chapter four focuses on writing and implementing test plans. The discussion begins with an 
analysis of the difference between risks inherent in business processes and the risk of control 
failure. This analysis is followed by an explanation of the heat sheet, a graphical method for 
representing requirements for testing based upon these risks. The second half of the chapter 
examines a risk based approach to testing. This section covers determining risk factors for both 
inherent process risks and risks of control failure through a rigorous, methodical method 
documented through the use of a spreadsheet. Finally, the chapter summarizes the risk-based 
approach, describing the judgments the auditor must make concerning testing standards within the 
framework of the given company's processes and controls. 

Chapter five examines three approaches to evaluating the IT infrastructure or IT General 
Controls (ITGC). The chapter begins with a short review of the standards that have been developed 
for IT infrastructure. It continues with an outline of the most important IT controls. Lastly, the 
chapter finishes with a technique for analyzing segregation of duties problems in relation to IT 
systems. 

Chapter six explains differences between various software tools that can help the auditor 
conduct a Sarbanes-Oxley project. 

The final chapter summarizes the major concepts covered in the book. 
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Chapter 1:   

A Review of Sarbanes-Oxley Rules 
from the SEC, COSO, and PCAOB 

Part 1: A Review of the Sarbanes-Oxley 
Act 
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Paul S. Sarbanes 
Ret. Senator from Maryland 

Michael G. Oxley 
Ret. Congressman from Ohio 

Athletic Scholarship to Princeton 
Rhodes Scholar 

Harvard Law School 

Former Special Agent of the FBI 
Attorney by Profession 

Who Wrote Sarbanes-Oxley? 
The pictures above show Senator Paul S. Sarbanes of Maryland (ret.) and Congressman Michael G. 

Oxley of Ohio (ret.), the namesakes of the Sarbanes-Oxley Act. Both finished their terms in 2006. 
Interestingly, the two writers of Sarbanes-Oxley are not accountants but lawyers. 

When Senator Sarbanes and Representative Oxley retired, many in the business world speculated that 
Congress would water down the Act as soon as its authors left office. Some people also thought that small 
companies might be granted an exemption from complying. None of this speculation came to pass, and in 
fact, Democrats, now in control of Congress, will probably not make changes that would weaken the Act. 
Now, many additional companies and non-profit organizations are applying a risk-based approach and 
control mechanisms. Application of a risk-based approach is not called Sarbanes-Oxley, but Sarbanes-Oxley 
started this trend. 
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In Perspective  

Dow Jones Industrial Average 

Leading up to Sarbanes-Oxley 
In the wake of financial scandals in 1999 through 2001, most notable, Enron, MCI WorldCom, 

HealthSouth, Adelphia, and Tyco, the US government took action to improve corporate accountability and 
governance.  This took the form of Sarbanes-Oxley Act of 2002.  However, the majority of government 
prosecutions for wrongdoing, related to the pre-SOX financial scandals listed above occurred under the 
existing securities laws prior to the Sarbanes-Oxley Act.   

The chart above shows a perspective of what happened in the stock market that led to the passage of 
the Sarbanes-Oxley Act. The chart plots the Dow Jones Industrial Average from 1957 to 2006 and indicates 
a clear fall off in the market between 1999 and 2002. While irrational exuberance and overpriced stocks 
caused some of this dip in the market, low investor confidence led to a good portion of it. Not a lack of 
confidence in a few companies, this was a general lack of confidence in the market as a whole. The 
overarching goal of the Sarbanes-Oxley Act was to restore investor confidence in the market. 

Many people wonder if Sarbanes-Oxley was an overreaction. Other critics speculate as to whether or 
not the Act will prevent the same situation from developing again. It is impossible to know whether 
Sarbanes-Oxley was an overreaction or if it will prevent future losses of confidence. However, the Act did 
accomplish the goal of restoring investor confidence. The Sarbanes-Oxley Act did pull the market out of a 
trough and head it toward new record highs. 

A close look at this graph shows that the Sarbanes-Oxley Act was passed near the bottom of the market 
fall-off caused by lack of investor confidence. Just after that, the SEC published its Sarbanes-Oxley rules, 
and investors started to regain confidence. The newfound sense of confidence in turn led to a new rise in the 
market. Not all of the credit can be given to the Sarbanes-Oxley Act, but it did have an important influence. 



__________________________ Chapter 1 ï SEC, COSO, & 
PCAOB Rules 

4 

Fraud and Errors 

 

Fraud 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The median loss due to fraud for all U.S. companies, both publicly traded and private, was $159,000 in 
2006. One fourth of these cases caused at least $1 million in losses for the company. U.S. organizations 
lose approximately 5% of annual revenues due to fraudulent activity. This number is validated every 2 years 
by the Association of Certified Fraud Examiners. The ACFE takes a poll of about 1,000 fraud examiners and 
the cases they work with to determine this estimate. If you were to multiply the 5% by the  U.S. gross 
domestic product you would come up with $652 Billion lost to fraud. Most occupational fraud schemes 
involved either the accounting department or upper management. Fraud involving upper management tends 
to produce larger losses. This estimate is only based on the reported cases of fraud, most companies keep 
fraudulent activity quiet because they do not want the negative publicity. The percentages in the graph 
above do not equal to 100% because most cases of fraud involve more than one of the three categories.   
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Restatements 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The  number of companies restating financial results rose sharply in the wake of the Sarbanes-
Oxley Act. 2004 was the first year companies were required to comply and in 2005 the number of 
restatements rose sharply. There are 10,000-11,000 public companies in the U.S. and 1,800 had 
restatements (18%) in 2006. Only half of these companies are accelerated filers and required to have an 
external audit for SOX. The other half, the non-accelerated filers, is  required to do an internal audit for their 
SOX projects.  In 2009 these non-accelerated filers are required to be externally audited for SOX 
compliance. It is expected that the number of restatements will increase again due to these small 
companies.  
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The Sarbanes-Oxley Act of 2002 

 

The Sarbanes-Oxley Act of 2002 
Here is the Sarbanes-Oxley Act of 2002. At least, that is its short title. For ease of discussion, this book 

will abbreviate the title to the Sarbanes-Oxley Act, Sarbanes-Oxley, SOX, or the Act. 
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Sarbanes-Oxley Act of 2002  

Contents 

 

 

The PCAOB 
Although Sarbanes-Oxley is not complicated, it does require knowledge of an entirely new vocabulary. 

The first term is PCAOB; everyone who works with SOX pronounces it ñpeek-a-boo,ò but it is the acronym 
for the Public Company Accounting Oversight Board. The PCAOB is a five-member organization formed out 
of the Sarbanes-Oxley Act. On an interesting note, only two of the members can have been public 
accountants. At the time the Act was passed, legislators had a strong desire to limit the influence of the 
accounting profession. 

Sarbanes-Oxley requires auditors of existing public companies to register with the PCAOB. Auditors 
have 180 days to register so that the PCAOB can in turn review them. Once an auditor performs an audit, 
the PCAOB is authorized to examine that auditor's work. The PCAOB process established review system for 
auditors; however, unlike other peer review systems, the PCAOB publishes its findings on the PCAOB 
website. 


